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GOVERNMENT SECURITY

TRUST FTP TODAY
 World's first SFTP hosting service 

(2001)

 20+ years of hosting experience

 High Availability VMware® Cloud

 Dedicated Cisco® firewalls

 Cisco® Firepower® Network IPS

 Host-based Intrusion Detection

 Proprietary Hacker IP Blacklisting

 Trend Micro® Virus & Spyware 
Protection

 Offsite Backup

 Standby Disaster Recovery

 Managed only by U.S. Citizens

INFRASTRUCTURE & PLATFORM 
COMPLIANCE AND SECURITY
 SSAE-18 SOC1, SOC3, SOC3 (Type 2)

 ISO 27001 Certified

 PCI-DSS Certified

 HIPAA / HITECH Ready

 EU-US PRIVACY SHIELD Certified

 FedRAMP JAB authorized

 FISMA authorized

 NIST 800-53 security controls

 NIST 800-171 (“DFARS”) ready

 CJIS, ITAR and FIPS 140-2 compliant

 Staffed only by U.S. persons

MEETING GOVERNMENT 
COMPLIANCE WITH GOVFTP 
MANAGED FILE TRANSFER
GOVFTP is built for government agencies, their contractors and sub-
contractors to share sensitive data with the most stringent U.S. Government 
security and compliance requirements, including ITAR, DFARS, CJIS and DoD 
workloads.

WHY THE GOVFTP CLOUD?

FTP Today launched its proven file transfer and file sharing software on a FedRAMP authorized 
infrastructure and platform in November 2018, after partnering with Rackspace Government 
Solutions (RGS). The new solution was branded GOVFTP.

Infrastructure & Platform: RGS has two decades of experience with federal security requirements and 
has worked with over half of all U.S. Cabinet–level agencies. As a FedRAMP authorized Cloud Service 
Provider (CSP) for both Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS), RGS 
implements and administers all required security controls based on NIST SP 800-53 and NIST SP 
800-171 to meet FISMA, FedRAMP and DFARS guidelines. They specialize in high-security and high-
performance solutions, and their platform is monitored and managed 24x7x365 by U.S. persons at their 
government HQ near Washington, D.C. 

Application Software: As a Software-as-a-Service (SaaS) provider, FTP Today layers its applications 
on top of the RGS platform and inherits all security controls provided by the RGS-managed platform 
and infrastructure. FTP Today employs exclusively U.S. citizens to develop its software, engineer and 
manage its systems. As required by NIST 800-171, all file transmission and storage meet FIPS 140-2 
cipher strength and enforced encryption requirements.

KEY BENEFITS

Meet Government Compliance and Security Requirements: By choosing the GOVFTP Cloud, you 
inherit all security controls and compliance at the infrastructure level, at the operating platform 
level and at the application level.

Instant Deployment: SaaS model allows you to sign up and start sharing sensitive data with 
customers, suppliers and other business partners the same day.

Low Cost Solution: With an online solution you face no equipment or server infrastructure costs, 
no backup costs, no bandwidth costs, no extra staff or time consuming maintenance costs.

SECURE SOFTWARE BY DESIGN

The above infrastructure, platform, managed services and applications are our responsibility, 
providing you a foundation for your compliance requirements. You can then take advantage of 
our software to fully enforce your file sharing security. We make it easy by providing you with 
administrative tools to:

 Manage Encrypted Protocols: FTPeS, FTPS, SFTP & HTTPS
 Restrict Logical Access by Country (Geo-IP)
 Enforce Password Strength & Expiration
 Allow or Require SSH-key Authentication (SFTP)
 Suspend or Auto-Suspend Inactive Users
 Require Multi-Factor Authentication per User
 Restrict User Access by Specified IP Address or range
 Restrict User Access by Protocol
 Restrict Permissions per User, per Folder: Upload, Download, Delete, List
 Manage File Retention Controls
 Manage Activity-triggered Email Notifications
 View & Export Activity Reports
 View & Export Detailed Logs
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